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1 Scope 
The present document specifies the encryption method used for content broadcast in DVB-CBMS systems.  

More specifically, it specifies encryption for visual content encoded with the ISO-IEC 14496-10 [1] codec, also known 
as AVC and H.264, when this content is carried over an RTP [3] stream and when it is stored in MP4 files. 

This document also specifies encryption of non-audio-visual downloaded content. 

This specification should be read in conjunction with :  

• ETSI EN xxx xx1 DVB CBMS Service Purchase and Protection Open Framework, System Architecture. 

• ETSI EN xxx xx3 DVB CBMS Mobile Device Security Framework. 

 

2 References 
The following documents are used either as normative or informative reference in support of the present specification: 

[1] ISO/IEC 14496-10 – “Information technology – Coding of audio-visual objects – Part 10: Advanced Video 
Coding” 

[2] ISO/IEC 14496-15 - Information technology — Coding of audio-visual objects — Part 15: AVC File Format 

[3] IETF RFC 3550 – “RTP: A Transport Protocol for Real-Time Applications” 

[4] ISMA 1.0 – “Internet Streaming Media Alliance Implementation Specification V 1.0” 

[5] IETF RFC 3984 – “RTP payload Format for H.264 Video” 

[6] IETF RFC 2327 – “SDP: Session Description Protocol” 

[7] IETF RFC 3711 – “SRTP: Secure Real Time Protocol” 

[8] OMA-DRM-DCF-V2_0-20041213-C – “DRM Content Format V2.0” 

[9] IETF RFC 2396 – “Uniform Resource Identifier” 

[10] ETSI EN xxx xx1 DVB CBMS Service Purchase and Protection Open Framework, System Architecture 

[11] ETSI EN xxx xx3 DVB CBMS Mobile Device Security Framework 

[12] ETSI TR 101 154 v1.7.1 DVB Implementation guidelines for the use of Video and Audio Coding in 
Broadcasting Applications based on the MPEG-2 Transport Stream 

 

3 Definitions and abbreviations 

3.1 Definitions 
For the purposes of the present document, the following terms and definitions apply: 
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3.1.1 Parameter Set  
A parameter set is either a sequence parameter set or a picture parameter set. This term is used to refer to both types of 
parameter sets.     

3.1.2 Parameter Set Elementary Stream 
An elementary stream containing samples made up of only sequence and picture parameter set NAL units synchronized 
with the video elementary stream.  

3.1.3 Video Elementary Stream 
An elementary stream containing access units made up of NAL units for coded picture data.  

3.2 Abbreviations 
For the purposes of the present document, the following abbreviations apply: 

AU Access Unit 
AVC Advanced Video Codec, see [1] 
DVB Digital Video Broadcasting 
FEC Forward Error Correction 
ISO International Organization for Standardization  
LSB Least Significant Bit 
MPEG Moving Pictures Expert Group 
NAL Network Abstraction Layer 
NALU NAL Unit 
RTP Real Time Protocol, see [3] 
SDP Session Description Protocol, see [6] 
uimsbf unsigned integer most significant bit first 
VCL Video Coding Layer 

4 Introduction 
In the context of DVB-CBMS, content confidentiality is provided by encryption. Two categories of contents are 
considered: audio-visual content and generic content. This document specifies how to perform content encryption for 
both categories. 

4.1 Audio-visual content (streamed content) 
In the audio-visual category, this document concentrates on encryption of AVC [1] content. Other types of content are 
covered by the ISMACryp specification [4]. 

The goal of this specification is to provide a standard way of encrypting AVC content while it is carried over an RTP 
stream or stored in an ISO Base Media File Format (MP4) file. The intent is to concentrate on encrypting the content 
itself rather than the transport, thus providing implicit better security by minimizing the processing distance between the 
decryption process and the decoding process. Reduction of this processing distance also opens the way for hardware 
implementation of both the decryption and decoding in the same chipset without the content being exposed outside the 
chipset (or even to the CPU of the chipset) in its clear compressed form. 

Another goal of content encryption as opposed to transport encryption is to allow content to be transposed from one 
transport (e.g. RTP) to another (e.g. MP4 file) without requiring decryption and re-encryption, which would expose the 
content and require knowledge of the decryption key from the device operating the transposition. 

In a similar fashion, content encryption should allow the storage of content (on a PVR style device) without requiring 
its decryption. To assist this, signalling is required outside the encrypted content of certain events within the content, 
such as the start and type of an encoded frame. This signalling should be comparable with the existing DVB 
mechanisms such as those in [12]. 

NDS-UK
Ideally we would refer to the DVB RTP carriage of AVC (which is essentially just the RFC), but it doesn’t yet have this signalling. I guess alignment with  that is good.
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4.2 Generic content (file download) 
In the generic content category, this document specifies an encryption method and generic container for encrypting and 
carrying any kind of data. This encryption system MAY be used for any finite-length content that is to be considered as 
a whole by the receiver and for which a complete and error-less reception is required prior to consumption. It SHOULD 
NOT be used to encrypt audio-visual content for which a dedicated encryption standard has been defined, even if this 
content is of finite length and meant to be downloaded in its entirety prior to consumption (e.g. AVC content that needs 
to be stored encrypted in a file and broadcast as a whole rather than streamed over RTP SHOULD NOT be encrypted as 
generic content, but SHOULD instead be encrypted using the specification described in chapter “5 AVC Content 
Encryption”). 

5 AVC Content Encryption 
This section specifies how AVC content shall be encrypted and how this encryption shall be signalled at the transport 
layer for two transports: RTP streaming and MP4 file storage. 

5.1 Encryption System 

5.1.1 Introduction 
The AVC specification [1] fully describes the bitstream of an AVC video stream and introduces basic concepts: 

• The Video Coding Layer (VCL), which contains the signal processing functionality of the codec. 

• The Network Abstraction Layer (NAL), which encapsulates the VCL bitstream into NAL units suitable for the 
transmission over packet networks. 

• The Access Unit (AU), the smallest piece of a bitstream that can be associated with a single presentation 
timestamp. It consists of a set of NAL Units of various types. 

• The Parameter Set, which is a set of information used by multiple Access Units and is itself contained in a NAL 
Unit. Parameter Sets can change over time and may thus require a separate elementary stream for their 
distribution. 

The following diagram illustrates these concepts: 

 

(a) Single Video Elementary Stream containing NAL Units 

Video
ES

Parameter
Set ES

Slice
NALU

Slice
NALU

Param
NALU

 

(b) Synchronized Video and Parameter Sets with arrows denoting synchronization between streams. 

A NAL Unit is a block of bytes of variable size preceded by a one-byte header: 

    
  

  AU Delimiter 
  NAL unit 

  (if present) 
SEI Messages

  NAL units
  (if present)

VCL  
 NAL units .

 e.g. Slice  

Access Unit
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Note that a NAL Unit is framed externally, in the sense that it does not include information about its length, which must 
be signaled by other means (typically the transport layer). 

5.1.2 Encryption unit 
The NAL introduced by AVC is intended to provide fine grained flexibility and implicit fragmentation rules for 
efficient carriage of AVC content on any type of transport. Indeed, this flexibility is used extensively in the definition of 
the RTP payload for AVC in [5] where NAL units of a single Access Unit may be sent in multiple RTP packets and not 
necessarily in the canonical order. In the RTP packet payload, access units are framed by not only their size but also 
additional information that allows the receiver to reorder the NALUs for consistent feeding to the decoder. 

Storage in an MP4 file on the other hand is more conventional in that all NALU making up a single AU are stored 
together and in canonical order in a single Sample with a simple signaling scheme for the framing of NALUs: each 
NALU is preceded by its size encoded on a configurable number of bytes. 

This difference in handling AUs means that there is in fact no standard and unique way of encoding a full AU, that 
encoding depends on the transport. 

For the sake of simplicity, this specification defines such an encoding to be used in both the RTP and the MP4 transport 
and considers this standardized AU as the basic unit of encryption. 

5.1.3 Access Unit format 
The format of the Access Unit shall be compliant to the AVCSample structure defined in [2] (copied here for the 
reader’s convenience): 

aligned(8) class AVCSample 
{ 
 unsigned int PictureLength = sample_size; //Size of AVCSample from SampleSizeBox 
 for (i=0; i<PictureLength; )  // to end of the picture 
 { 
  unsigned int((AVCDecoderConfigurationRecord.LengthSizeMinusOne+1)*8) NALUnitLength; 
  bit(NALUnitLength * 8) NALUnit; 
  i += (AVCDecoderConfigurationRecord.LengthSizeMinusOne+1) + NALUnitLength; 
 } 
} 

Note that PictureLength is a virtual field used to express the structure of the AVCSample, it does not actually appear in 
the encoded data. 

5.1.4 Content Encryption 
Encryption of the content shall be compliant to [4]. 

5.2 RTP payload format 
Transport of encrypted AVC content shall be compliant to [4]. The ‘mpeg4-video’ mode shall be used for AVC content. 

Prior to encryption, each AU carried in this mode shall be encoded as specified by the AVCSample structure above. An 
RTP packet shall carry exactly one AU or AU fragment. Access Units that need to be fragmented may be split 
anywhere. 

Such signalling as is required to support PVR functionality will be supported outside the encrypted portion of the RTP 
packet. 

  

  
NAL Unit Payload 

  
  

  
  

NAL Unit Header 

NAL Unit 

F NRI Type 
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5.3 SDP signalling 

5.3.1 Encryption specific additional signaling 
The configurable aspects of the encryption scheme are signaled at the session level in the SDP [6] text announcing the 
media streams. The signaling is as specified by [4], with the addition of the new ISMACRYP_SALT parameter defined 
below. 

Parameter Defined Values Default 
ISMACRYP_SALT base64 encoded 64-bits number None 

 
ISMACRYP_SALT provides the salt value to use for this particular media stream. It is a randomly generated 64 bits 
integer encoded in base64. This parameter is MANDATORY. 

5.3.2 AVC specific additional signaling 
Carriage of AVC content over RTP may require some additional signaling at the SDP level for proper decoder setup. 
Three parameters are defined: 

Parameter Defined Values 
avc-nalu-length-size 1, 2 or 4 
profile-level-id See [5], chapter 8.1 
sprop-parameter-sets See [5], chapter 8.1 

 

avc-nalu-length-size indicates the length in bytes of the NALUnitLength field in an AVC video sample (see 5.1.3 
Access Unit format, avc-nalu-length-size == LengthSizeMinusOne+1) of the associated stream. The value of this 
field SHALL be one of 1, 2, or 4, no other values are allowed. This parameter is MANDATORY. 

Both profile-level-id and sprop-parameter-sets are OPTIONAL and their semantic is defined in [5], chapter 8.1. 

Example: 

m=video 49230 RTP/AVP 96 
a=rtpmap:96 enc-mpeg4-generic/90000 
a=fmtp:96 streamtype=4; mode=mpeg4-video; profile-level-id=42A01E; sprop-parameter-
sets=Z0IACpZTBYmI,aMljiA==; avc-nalu-length-size=2; ISMACRYP_IV_LENGTH=4; 
ISMACRYP_KEY_INDICATOR_LENGTH=2; 
ISMACRYP_SALT=base64,AoIAE8BAQ8BAQOBSgABQKxkYXRhOmFwc 

5.4 MP4 storage 
Storage of encrypted AVC content shall be compliant to [2] with modifications as specified by [4]. 

Signalling of encrypted AVC content shall be compliant to [4]. 

5.4.1 Salt signaling 
The salt for each encrypted media stream is signalled with a ISMACrypSaltBox defined below: 

aligned(8) class ISMACrypSaltBox extends Box('islt') { 
 unsigned int(64) salt; 
} 

This box is located in the SchemeInformationBox defined in [4]. 
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6 Encrypted File Download 
In the context of DVB-CBMS, a generic encryption method is required to support protection of downloaded files. This 
specification provides such a method and is applicable to any type of file, independently of its internal format. It 
supports the use of different encryption keys for different parts of the file and it supports the access control to the keys 
by multiple entities (Simulcrypt). 

This specification is based on the OMA DRM v2.0 DCF [8] specification which SHALL be followed, except for 
differences specified in this document. 

The high-level overview of the DCF format is depicted in the following figure. The mandatory parts of the format 
include the file header (File Type box with brand number and minor version fields), immediately followed by an OMA 
DRM Container box. The OMA DRM Container box MUST include a DCF headers box and a Protected Content box. 

The design principles for the format include that the DCF headers box is located at a fixed offset from the beginning of 
the file, and thus, the OMA DRM Container box MUST be the first box after the file header of 20 octets and the DCF 
headers box MUST be the first box in the OMA DRM Container. 
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An OMA DRM DCF file MAY include more than one OMA DRM Container. Each of these containers MUST conform 
to the definition of the OMA DRM Container, and MUST be placed sequentially on the top level (i.e. nesting them is 
not allowed). The media type of the first OMA DRM Container is considered to be the default media type of the DCF’s 
content. 

6.1 OMA DCF adaptation 
This document defines several extensions and deviations to OMA DRM v2.0 DCF. They are: 

The value of the RightIssuerURL[] MUST be empty and RightsIssuerURLLength MUST be set to 0. 
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At least one additional ECM box MUST be added in the Common header box as shown in the following 
figure. Additional ECM boxes MAY be added to support Simulcrypting of the protected content. 
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The syntax of the ECM box is: 

aligned(8) class ECM extends FullBox(‘ECM ’, version, 0) { 

bit(16)  CAS_ID; 

bit(16)  Operator_ID; 

byte[]  ECM;    // the actual value of the ECM 

} 

CAS_ID identifies the Key Management System applicable for the associated ECM, as defined in 
ISO/IEC 13818-1. 

Operator_ID identifies the operator using the associated ECM. Allocations of the values of this field is 
under the control of the KMS identified by CAS _ID and allows differentiating between operators using 
the same KMS. 

ECM contains the actual ECM data for the corresponding Key Management System and valid for the 
associated DRM content (stored in the DRM Container following the DCF Headers). 
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Additional RightAcquisitionBox Boxes MAY be added after all mandatory boxes as shown in the following 
figure. Each box contains the necessary information to obtain corresponding rights for the file. 

 

 

The syntax of this box is: 

aligned(8) class DVBRightAcquisition extends FullBox(‘dria’, 
version, 0) { 

bit(16)     CAS_ID; 

bit(16)     Operator_ID; 

unsigned int(16) RightAcquisitionURLLength; 

char      RightAcquisitionURL[]; 

Box      Extensions[]; 

} 

CAS_ID identifies the Key Management System applicable for this box, as defined in ISO/IEC 13818-1. 

Operator_ID identifies the operator applicable for this box. 

RightAcquisitionURLLength gives the length in bytes of the following 
RightAcquisitionURL field. 

RightAcquisitionURL defines the Right Acquisition URL. It MAY be used by the device to obtain 
rights for the protected content stored in this file. The mechanism by which these rights are obtained is 
outside the scope of this specification. The value of RightAcquisitionURL MUST conform to [9]. 

The Extensions field MAY be used to provide additional information relative to the protected file and 
the associated Key Management System. 
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